
BIG TECH DETOX
Checklist

These are typically included in a theme or as a 
widget. Sometimes it is a manually added piece of 
GSHI��'ER�]SY�ƼRH�[LIVI�XLI�WSGMEP�QIHME�FYXXSR�
settings are, and remove them? Check your footer 
WIXXMRKW��EW�XLEX�MW�SJXIR�[LIVI�]SYƅPP�ƼRH�XLI�FYXXSRW��
(SRƅX�JSVKIX�XS�MRWTIGX�TVSHYGX�TEKIW�ERH�FPSK�TSWXW�
MJ�ETTPMGEFPI��EW�XLMW�MW�E�TVMQI�WTSX�XS�TPEGI�WSGMEP�
WLEVMRK�FYXXSRW�

Social Media Buttons

8LIVI�EVI�WIZIVEP�FMK�XIGL�LSWXMRK�GSQTERMIW�XLEX�
rely on Amazon, Microsoft, Google, Godaddy, Shopify, 
Squarespace, Wix, and a handful of others. If any 
of these names sound familiar, it is time to seek an 
EPXIVREXMZI�[IFWMXI�LSWXMRK�GSQTER]�

Who is Hosting Your Site

=SYV�[IFWMXI�QMKLX�FI�LSWXIH�MR�E�HMJJIVIRX�GSYRXV]��
-J�]SYƅH�TVIJIV�]SYV�WMXI�XS�FI�LSWXIH�LIVI�MR�XLI�97��
GLIGO�[MXL�E�(27�XSSP�PMOI��(27',)'/)6�36+�XS�ƼRH�
out.

Where is Your Site Hosted

+SSKPI�%REP]XMGW�MW�SR�EX�PIEWX�LEPJ�SJ�XLI�[IFWMXIW�
in the world. Do you know if it is operating on 
]SYV�[IFWMXI#�8LIVI�EVI�EPXIVREXMZIW�XLEX�KMZI�]SY�
TVMZEG]�JSGYWIH�EREP]XMGW�ERH�HSRƅX�JIIH�XLI�FIEWX�
MRJSVQEXMSR�EFSYX�]SYV�XVEƾG��8LMW�GER�EPWS�MRGPYHI�
Google Tag Manager, an easy access way to add 
many snippets of code.

Big Tech Analytics

*EGIFSSO��4MRXIVIWX��ERH�+SSKPI�EPP�LEZI�ZIVMƼGEXMSR�
GSHIW�XLEX�GER�FI�MRWXEPPIH�SR�E�[IFWMXI��9WYEPP]�XLMW�
MW�E�QERYEP�TVSGIWW��FYX�WSQIXMQIW�MX�GER�FI�ƄEPQSWX�
EYXSQEXIHƅ�ERH�IEW]��8LIWI�ZIVMƼGEXMSR�GSHIW�QE]�
HS�QSVI�XLER�[LEXƅW�[VMXXIR�SR�XLI�FS\��'LIGO�]SYV�
settings or source code to remove them. Sometimes 
XLIWI�ZIVMƼGEXMSR�GSHIW�GER�FI�MRWXEPPIH�EX�XLI�
HSQEMR�PIZIP�ERH�QE]�VIUYMVI�(27�QSHMƼGEXMSRW�XS�
VIQSZI��RSX�HMƾGYPX��FYX�QE]�FI�MRXMQMHEXMRK�EX�ƼVWX
�

ˉ˘˥˜Ѓ˖˔˧˜ˢˡ�ʶˢ˗˘˦

8LIVI�EVI�FMK�XIGL�TPEXJSVQW�WYGL�EW�;M\��7LSTMJ]��
7UYEVIWTEGI��ERH�QER]�ƄIEW]�TEKI�FYMPHIVƅ�[E]W�XS�
QEOI�E�[IFWMXI�XLEX�SJXIR�XVET�WQEPP�FYWMRIWW�S[RIVW�
MRXS�ER�I\TIRWMZI�(3�-8�=3967)0*�IRMKQE��8LIWI�
platforms drain your wallet each month while making 
]SY�HS�XLI�[SVO�]SYVWIPJ��'SRWMHIV�;SVH4VIWW�SR�E�
ƄFMK�XIGL�JVIIƅ�LSWXMRK�GSQTER]��;SVH4VIWW�MW�ZIV]�
MWSPEXIH�JVSQ�FMK�XIGL�MRXIVJIVIRGI�[LMPI�FIMRK�E�ZIV]�
IEW]�XS�YWI�TVSHYGX�

How is Your Site Made

Where is your domain registered? Big tech 
advertisers like GoDaddy, Google, Wix and others 
QEOI�MX�WIIQ�PMOI�]SY�LEZI�XS�FI�MR�XLIMV�Ƅ[EPPIH�
KEVHIRƅ��FYX�]SY�HSRƅX��'VIEXI�ER�EGGSYRX�SR�)4-/�
'31�ERH�XVERWJIV�]SYV�HSQEMRW�E[E]�JVSQ�FMK�XIGL�
to a privacy focused domain registrar. Be careful of 
your domain settings and email during this process. 
Epik Domains also comes with domain privacy 
F]�HIJEYPX�WS�TISTPI�EVI�RSX�EFPI�XS�WTEQ�]SY�F]�
checking out who owns the domain.

Domain Registration 
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